VAULT

INTELLIGENT RISK SOFTWARE

Configuring Vault For Single Sign On

Vault provides integration with Microsoft’s Active Directory Federation Services (AD FS) to enable your
users to have a Single Sign On experience when they access your organisation's Web-based Vault
application.

As well as giving users a single sign on capability, AD FS also gives you the security control and
management of the access credentials of your users without having to share these with a third party.

In its simplest form, AD FS operates in the following manner

1. Your user attempts to log into Vault

2. Vault refers the request to your Single Sign On server

3. Your Single Sign On servers verify the user against your Active Directory credentials
4. The verified details are passed back to Vault for Vault authorisation

5. If the user exists in Vault, the user is presented with the Vault home page
Responsibilities

Vault GRC are responsible for;

° Providing the SAML interface in Vault

° Configuring the Vault interface with details supplied by you

You are responsible for;

° Provision and configuration of all AD FS components
° Provision of appropriately skilled resources for the above
° Maintaining a valid token signing certificate and notifying Vault of any changes to the certificate

used prior to rollover

Vault GRC will assist with integration of your AD FS services with Vault, however the skills and resources to
configure ADFS / SAML are your responsibility.

Configuring Vault As a Trusted

Linking Vault with your Active directory using ADFS requires the setup of a two-way trust using SAML.
ADFS has to be configured to trust Vault as a relying party and Vault needs to trust the ADFS as an identity
provider.
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Prerequisites
ADFS 2.0 (3.0) installed. Setup of the ADFS infrastructure is outside the scope of the document.

Note: Windows 2008 R2 ADFS role installs ADFS version 1.0. You will need to download and install ADFS
2.0 (3.0) from Microsoft.

Initial Vault Information

Vault GRC requires the following information before it can setup the relaying trust.
ADFS Domain: e.g. adfs.ngbigroup.com

ADFS Token Signing Thumbprint e.g. 9d4e231cbb110d41181a25612191e73baf2087ac

Send this information to support@vaultgrc.com
To get the Token signing thumbprint perform the following

1. Open the ADFS 2.0 (3.0) Management Screen and click on the Service -> Certificates
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3. Click on the Details tab then go to the last item which is the Thumbprint. In the text box below select the
text and press Ctrl + C to copy the value

Certpeate

‘General Detals | certification Path |

Show: j

Field | value |-
Signature hash algorithm sha? 56
Issuer ADFS Signing - adfs.ngbigroup. ..
'I.-'alid from Thursday, April 03, 2014 12:2...
=] valid to Friday, April 03, 2015 12:26:0...
Sul::ject ADFS Signing - adfs.ngbigroup. ..
=] Public key RSA (2043 Bits)
Thumbprint algorithm shal

éﬂ'lurl'ltll:lrirlt 9d 4e 23 1chb 11 0d 41 18 1a... E

9d 4= 23 1c bBb 11 04 41 18 1a 25 el 21 91
ef 3b af 20 87 ac

Edit Froperties. .. | Copy to File... |

Learn more about certificate details
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Setup Vault Relying Party Trust

After Vault GRC has the previous information continue below

1. From the ADFS Management Console, right-click ADFS 2.0 (3.0) and select Add Relying Party Trust.

|!|_

Add Relying Party Trust...

Add Provider Trust...

Add A te Store. ..

Edit Federation Service Properties...
Edit Published Claims

Revoke All Proxies

Provide Feedback
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2. In the Add Relying Party Trust Wizard, click Start.

3. Check Import data about the relying party published online or on a local network, Use the provided
Federation metadata. It will have the following format

https://companyid-01.vaultgrc.com/sso/module.php/saml/sp/metadata.php/COMPANYID

Then click Next. The metadata XML file is a standard SAML metadata document that describes Vault as a
relying party.

i Add Relying Party Trust Wizard

Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:

@ Welcome
% |mport data about the relying party published enline or on a local networc

Select Data So
- 5 =oures Use this option to import the necessary data and cedificates from a relying party onganization that
@ Choose lssuance publishes its federation metadata online or on a local network. \
Authorization Rules
@ Readyto Add Trust

@ Finish

Federation metadata address (host name or URL):
|hrlp5 +//comparyid-01.vauttare .com/sso/module php/saml/sp/metadata php/COMPANYID)|
Example: fs.contoso.com or https.//www.contoso.com./app

" Import data about the relying party from a file
Use this option to import the necessary data and cedificates from a relying party organization that has

exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard wil
not validate the source of the file.

Federation metadata file location:

| Browse... |

" Enter data about the relying party manually
Use this option to manually input the necessany data about this relying party organization.

<Previous |[ Net> |  cancel Help

4. Click OK on the notice message
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LMl AD FS 2.0 Management S

e Some of the content in the federation metadata was skipped because it is not supported by AD FS 2.0. Review the properties
J'_Iﬁ of the trust carefully before you save the trust to the AD FS configuration database.
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5. Set the display name for the relying party and then click Next.

%1 Add Relying Party Trust Wizard
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6. Choose your authorization rules. For my scenario, | chose Permit all users to access this relying party.
When you're done, click Next.

| '*:j;l Add Relying Party Trust Wizard
Choose Issuance Authorization Rules

Slsps lszuance authorization miles determing whether a user is permitted to receive claims for the relying party.
@ Welcame Chooze one of the following options for the initial behavior of this relying party's issuance authorization
mules.

@ Select Data Source

& Pemit 4l uzers to access this reling party §

@ Specity Display Mame
The izzsuance authorization rules will be configured to permit all users to access this relying party. The

q . : i) :
relving party zervice or application may still deny the user access.

@ Chooze |ssuance
Autharization Bules

@ Ready to Add Trust " Deny all users access to thiz relying party

@ Finish The issuance authorization rules will be configured to deny all users access to this relving party. Y'ou must
later add izsuance authorization rules to enable any users to access this relying party.

Y'ou can change the izsuance authorization rules for this relying party trust by selecting the relying party
trust and clicking Edit Claim Bules in the Actions pane.

<F'revi0us| Mest > I Cancel Help
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7. Review your settings and then click Next.

%1 Add Relying Party Trust Wizard

Ready to Add Trust

@ Welcome
@ Select Data Source
@ Specify Display Mame

@ Choose lssuance
Autharization Rules

@ Finish
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8. Check Open the Edit Claim Rules dialog for this relying part trust when the wizard closes and then
click Close.

'*;Elndd Relying Party Trust Wizard [ ]
Finish
Steps

The relying party trust was successfully added to the AD FS configuration database.
@ Welcame ficd : : e :
iou can madify thiz relying party trust By using the Properties dialog Bows in the AD FS 2.0 Management
@ Select Data Source snap-in.
@ Specify Dizplay Mame
v Open the Edit Claim Bules dialag for this relying party rust when the wizard closes
@ Chooze [ssuance
Authonzation Rules
@ Ready toAdd Trust

@ Finish

Cloze

You're done configuring Vault as a relying party.
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Configuring Claim Rules for the Vault Relying Party

In these steps we're going to add the claim rules so that the elements Vault requires and ADFS doesn't
provide by default (Name Id, principal) are added to the SAML authentication response. If you forgot to
check the box to launch the claim rule dialog, right-click on the relying party (in this case Vault) and then
click Edit Claim Rules.

T e
T Rebving Party Trusts =

€3 Add Relying Party Trust...

View 4

New Window from Here

|G| Refresh
Help

Update from Federation Metadata. ..

Edit Clgim Rules...
Disab
Proy 5

x Delete
Help
Click on Add Rule...
t ¥ Edit Claim Rules for Vault ] o 3 |
lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Fues |
X
' The following transform rules specify the claims that will be sent to the relying party.
! Order | Rule Name | Issued Claims |
]
|
AddRue... | EdtRue. | Remove Rue. |
ok | cames | appy Help
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Select Send LDAP Attributes as Claims (Default) and press Next

“&l Add Transform Claim Rule Wizard

Select Rule Template

@ Ga?n

|Send LDAF Attributes as Claims =
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Add a Rule Name and Select Active Directory as the Attribute Store.

In the grid add the items below. Note: principal is not in the drop down list and must be added manually.

'User-Principal-Name', 'Employee Number' or 'SAM Account Name' can be used

SAM Account Name Name ID
SAM Account Name Principal
% Add Transform Claim Rule Wizard
Configure Rule
Steps You can corfigure this rule to send the values of LDAP attibutes as clsims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outacing claim types that will be
issued from the rule.
Configure Claim Rule
Claim rule name:
I‘u’auh
Rule template: Send LDAP Aftributes as Claims
Aftribute store:
Iﬂ.c:ti\re Directony j
Mapping of LDAFP attributes to outgoing claim types:
LDAP Attribute Outgoing Claim Type
SAM-Account-Name j Mame 1D j
3 SAM-Account-Name x| jprincipal 3
* | |

<Previous || Frsh | Cancel Help

Click on Finish.
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Now click on the Properties

Relying Party Trusts | Actions
Relying Party Trusts a

Add Relying Party Trust...

View 4
MNew Window from Here

|G| Refresh

E Help
Vault -
Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
R ete
H R

Select the Advanced tab and change the hash algorithm to SHA-1

1
Vault Properties ) x|

Monitoring I Identifiers I Encryption I Signature I
Accepted Claims | Organization | Endpoints | Motes  Advanced

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorithm: x

oK I Cancel Apply Help
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Test with the link provided. It will have the following format.
https://[companyid]-01.vaultgrc.com/sso/module.php/core/authenticate.php?as=[COMPANYID]

If successful you will get to the following page.

Vault SAML 2.0 Status

Vault SANML 2.0 Status

Hi, this is the status page of SAML 2.0 authenication. Here you can see if your session is timed out, how long it lasts until it times out and all the attributes
that is attached to your session.

Your attributes passed to Vault

principal graeme.ainsworth

groups ® USErs
* members

If you get any other page then recheck the settings and contact Vault GRC support with the error message.
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Token Signing Certificate Rollover
ADFS Default Behaviour

ADFS automatically creates a new Token Signing Certificate 20 days before the current token signing
certificate expires. ADFS will automatically switch to use the new signing certificate as the primary signing
certificate after 5 more days (15 days until the expiry of old signing certificate).

Error Condition

If Vault is not notified of the new certificate is used as primary without notifying Vault all attempts to login
will fail with message in the stack trace:

Unable to find a certificate matching the configured fingerprint.

simpleSAMLphp error

Unhandled exception

An unhandled exception was thrown.
i If you report this error. please also report this tracking number which makes it possible to locate your session in the logs available to the system
| administrator: be2b9335d3

Debug information

The debug information below may be of interest to the administrator / help desk:

SimpleSAML_Ermor_Eror: UNHANDLEDEXCEFTION

Backr=aca:

d B

Plasamlphp wew\Bodula . php: 180 (N/A)

Caus@d by: 3impleSAML Errzor Excaption: Unable to find 3 cactificate matching tha figured fingerprint. Candidates: "5feT3drz0aZaSfEfddclecclBTfdaTed0z3S0n32; cectFingerprin::
Backtrasa:

5 F:\nimplagamiphp)modelas saml)1in]Mag “php=111 {sspmed paml Mossage::findfastifiedta)

4 Fiinimplagamlphplmodslas r\Man prp:150 (sspmod_paml Mossage::sheskdign)

3 F:imfimplanamlphpimodslas LAY JpRp-E4% [sspmad naml Mossame::peoscesskasastisn)

2 F:\eimplesamlphp)nodeles >\ MEsaage.php: 51T (sspmod Baml MESSEOe: :PsOCHEAREMPInEE)

1 F:3ainplesamlphpimofdsles’asnl i) sy sanl Z-acs. php: 50 [cequice)

New Token Signing Key Procedure

Once the new key is generated (automatically or manually) the new certificate thumbprint is required to be
sent to Vault (support@vaultgrc.com) for addition to the allowed list of thumbprints. At this stage both
thumbprints will be valid. Once the rollover is complete and the old certificate is removed from ADFS
contact support to remove the old thumbprint.

By following this method users should not experience any downtime logging into Vaulit.
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